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Big thanks to the
Annual Report Project Team:
Tim Lockinger, Audit Supervisor

Megan McPherson, Senior Auditor
Tim Carroll, Senior Auditor
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The Internal Audit Department is proud to highlight its greatest accomplishments
over the past year. Early on, we experienced an extraordinary number of specie
requests for audits, in addition to the scheduled audits on our annual plan. Ther
the COVID-19 pandemic introduced new opportunities and challenges. This
report reflects our contributions made and value provided during these unusual
times.

One of the crowning successes was our-19 ol e i
relief program. We assisted in reviewing over 5,000 applications from businessesaddits non
seeking financial relief from COVID related losses, resulting in nearly $70 million awarded.

Thanks to our newer software and mobile technologies, we transitioned seamlessly to a remote au
environment in response to the pandemic. We also instituted more flexibility in audit practices to
balance employee needs and accomplish our work.

Keys to our success include:

1 Contactless auditing through virtual interviews, screen sharing, and document transfers usin
leadingedge software applications

7 Applying an agile audit methodology to foster collaboration with stakeholders and provide
timely feedback

1 Expanding the use of data analytical tools to monitor trends and identify potential problems

1 Promoting workplace w4ieing through frequent virtual contact with team members and
recognizing their contributions

We are privileged to have remained fully staffed throughout the year with highly experienced and
skilled audit professionals. | want to thank ourWwarking employees for remaining steadfast
during this pandemic. | also thank the Board of Supervisors for their unwavering support and trust

Michael McGee

-e_d]lah - _"aa
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We are a team of professionals that provides independent and objective assessments designed to ¢
value and i mprove the Countyds operations.

a systematic, disciplined approach to evaluating and improving the effectiveness of risk manageme
control, and governance processes.

-)33) /. 6!, 5% 34! 4%- %. 4
Provide objective i nfRomaatheieffeativepefficientheeondnical, andy 0
system of internal controls to the Board of ethical use of public resources.

Supervisors so they can make informed decisions

and protect the interests of County citizens.

3421 4% Y # [ " * %H#4) 6 %3

1. Adopt aholistic approaohr 4. Provide the Board of Supervisors
identifying, prioritizing, and responding to meaningfudssurance, advice, and insight
risks in a timely manner. on key risks.

2. Embraceag”e 5. Cultivate a

audit Vision and continuous
practlces T ImpI’Ovement
that are flexible philosophy that
and forware promotes
focused. incremental
Strategic change, problem
Objectives solving, and
sustained
3 vcv:|t(a |L?£? rate improvements.
County Align to Mission, Vision & Strategy by
_stakeholders tc Aligning Actions with Strategic Objectives 6. Employ
increase -
engagement, . consistent
share best practices, provide new leadership and staff development
perspectives, and develop an open flow of  strategies that strengthen performance,
risk information. retention, and succession.

Visit our website

2


https://www.maricopa.gov/1524/Internal-Audit
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Our performance audits examine County programde r evi ew t he Countyds| ju
functions, operations, or the management systemwith the Minimum Accounting Standards (MAS) set
and procedures to assess whether an agency is forth and required by the Supreme Court of Arizana,
achieving economy, efficiency, and effectivenessAdministrative Office of the Courts (AOC).

#15.4).5/53 -1 .)4/]2) 1'5%)4 &0, 77

Using data analytics, Internal Audit increases audf/® perform followip procedures to determine if
coverage by testing transactions relating teislgh "€commendations for improvements are
County operations without performing a full audit.implemented and sustained.

#)4): %. 3 &) . %)&)I, BWO/ 24
We prepare a report highlighting the financial
strength of the County. This awarntning report
provides graphical information on key financial
indicators, trends, and benchmark comparisons.

#/1 . 42! #4 1 5%) 43

We audit contracts to reduce the risk ofnon
compliance and improper payments and/or lost
revenues.
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Our specialized IT auditors perform assessmentsyye provide specialized auditing and consulting

of IT systems and internal controls, including systggiices to the Board of Supervisors as needs arise.
and data security, IT governance, business continuity,

and other general controls.

Mitigate risks and strengthen internal controls

CountyWide Annual Audit Planning Issue Conduct
Risk Assessment Audit Plan and Fieldwork Report -up Follow

Share knowledge and advise the Board of Supervisors and agency management
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Meaningful recommendations and concurrence are the

]00% @ @ first step in creating positive change for the County.

During FY20, our audits resulted in 138 findings and a
‘ |’ ” | l ” l ’ ’ total of 149 recommendations for improvement. The
audited agencies concurred with all 149
recommendations. All key findings requiring corrective
action were addressed through aguped
management action plans.

204/ - - % $14) 4% yro)@ eifi )j Onkcnaoo
Action plans and follow up help ensure c &1 & as 2a kiiaij
recommendations are implemented. Only 13 of ' -

i1 )ilhaiajpa’l

the 102 recommendations in progress are over @
three years old.
2
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Satisfaction surveys assist us in setting
expectations, and in d
value to the County.

Our goal is to achieve 90% satisfaction from

Goal:90% County leadership and agency directors with
each audit report. During FY20, we achieved
100% satisfaction.
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A robust internal audit department adds value in a variety of ways. One way is through deterring co:s
activities such as fraud, waste, noncompliance, etc. Another way is by facilitating positive changes
resulting in greater efficiencies. While it is difficult to measure intangible value, audit work also prod
real savings that are measurable. Examples include identifying improper contractual payments and
uncollected revenues. A summary of our measured savings is presented below.

316)."'3 3).#% &9éeé

Since FY11, we have identified

‘Actual Savings | $11.9 $11.9 million in actual savings, and
$25.9 million in potential savings

Potential Savings and Cost Avoidance ERy4He] and cost avoidance.

-ehhekjo ADE
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FY20 audit work would have cost
twice as much if external auditors
had been used instead of Internal
Audit staff.

‘ Our Cost  $2.12 |

Cost to Outsource  $4.06

-ehhekjo ADE
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Our quality assurance program assesses the efficiency and effectiveness of our operations, in accor
with the International Standards for the Professional Practice of Internal Auditing. Conformance to
these standards and the Code of Ethics is verified by:

1 Periodic selassessmenddDuring FY20, we reviewed 14% of audit projects and found a few
deficiencies related to changes in our audit processes. Updated quality control procedures
under development.

1 External assessme#ta review of our internal quality control system by an independent
party is required once every five years. Our last external assessment was completed in F)
and was performed by representatives from the Association of Local Government Auditors
there were no findings.
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1 Online permit applications more than doubled from 2017 to 2019; formalizing a strategic plan can
help support the trend.

1 A focus group helped identify opportunities to enhance the online permit application process.
1 Ongoing analysis of permit data can help highlight ways to improve permit processing times.

#/22%#4) [ .\, (%!, 4( 3%26)H#%3 A#,).)# 3%26) # %3

T Mapping the medication management process helped highlight opportunities to streamline and
control medication sorting and distribution.

1 Document retention needs improvement to help evidence patient care procedures.

1 Technology integration with other organizations can be enhanced to reduce manual processes.

05" ., )# &)$5#)1 29 A'5128%)1 .3()0 3%26) # %3 A&

Process changes are underway to improve ward asset management and controls for ward debit c

=a

Information technology access controls can be strengthened for key software applications.

=

Contingency plans and procedures were enhanced by addressing data restoration and continuity
operations in the event of an emergency.

=
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Key technology controls can be improved through periodic checks and written procedures.

=a

Data backup processes were in place; related written procedures are needed.

= =4

Disaster recovery and continuity of operations plans should be enhanced and finalized.

%, %#4)/ .3 $%01 24-%. 4 A%, %#4)/ .3 2% $). %33 A

1 Election preparations included focused improvements in recruitment, training, and logistical setup

1 The August primary election plan adequately addressed all critical aspects of election preparation


https://www.maricopa.gov/DocumentCenter/View/58760/PND-Final-BOS-Report
https://www.maricopa.gov/DocumentCenter/View/61897/2020-Correctional-Health-Services---Clinic-Services-PDF
https://www.maricopa.gov/DocumentCenter/View/64853/2020-Public-Fiduciary---Guardianship-Services-PDF
https://www.maricopa.gov/DocumentCenter/View/65090/Library-District---Information-Technology-PDF
https://www.maricopa.gov/DocumentCenter/View/62027/FY20-Elections-Department---Election-Readiness-PDF
https://www.maricopa.gov/5202/Audit-Reports
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Each year, we receive a number of special requests in addition to the approved audit plan. During F)
our most i mpactful speci al requests related t

COVID-19 relief program.

| 33%3B/R&&Kat% M hej g

We conducted a highe v e | review of the Assessorods Offic
environment . We also reviewed the outgoing A

1 Computer and office files

1 Internet search history

1 Emails

1 Phone records

T Access to county financial resources

1 Countyrelated travel and reimbursements

T Access to alter parcel records within the
3-1,, "53).-®%8328 6 P& 02/ "' 2! -

We assisted the Department of Finance in reviewing over 5,000 applications from Maricopa County
businesses and rprofits seeking financial help for losses resulting from CO¥Energency public
health declarations and sa&ftome orders. Highlights from this effort include:

1 Over $67 million awarded to nearly 3,500 grant applicants, averaging over $20,000 per award.

1 Up to 14 auditors supported prompt grant award decisions by aver&®ohayaurnaround
time throughout a-onth period.

1 Developed and maintained a database to support final grant award decisions and payments.

I 4( %2 30%#)!, 2%15%34 7/ 2+
Other notable special requests included:

1 Animal Care & Contrd Donations
1 Human Services Departméniransportation Vendor Invoices
1 Department of Transportati@Purchase Card Expenditures


https://www.maricopa.gov/DocumentCenter/View/56126/2020-Assessors-Office-Special-Request-PDF
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Internal Audit reports directly to the Board of Supervisors. This organizational structure
provides assurance that County officials cannot unduly influence the nature or scope of the
audit work, and gives the Board a direct line of communication with Internal Audit.

Prior to beginning an audit, auditors are required to sign Qualifications and Independence

Statements certifying they have no personal impairments to their independence. Auditor
independence is also confirmed during regularly scheduled team meetings.

10


file://///cs1data/Audit$/Admin%20Files/01%20-%20Manuals/01%20-%20Audit%20Manual/2%20Forms/030%20Qualifications%20and%20Independence%20Statement.docx
file://///cs1data/Audit$/Admin%20Files/01%20-%20Manuals/01%20-%20Audit%20Manual/2%20Forms/030%20Qualifications%20and%20Independence%20Statement.docx
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TheBoarca ppoi nted Citizensd Audit Advisory Commi

oversight responsibilities by reviewing and
process, audit reports, and other anethited mattersThe Committee also reviews significant audit
findings, changes to the audit plan, |l nternal

Visit our website for a list of Bluties and PoweshdCommittee Member Biographies

Barbara Coppage, 2019 Advisory
Committee Chairperson, received a
plaque for her service from Ramon
Ramirez, incoming Chairperson and
PDoES S : Mike McGee, County Auditor.

)19

11


http://www.maricopa.gov/358/Citizens-Audit-Advisory-Committee
http://www.maricopa.gov/DocumentCenter/Home/View/17161
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O ur staff has ° ) ) ) ” $ 0%
extensive familiarity with

professional auditing Certified Certified Internal

standards, methods, and Public /  Auditor

techniques, in addition to ACCO(%?ta”t ~ (5)

§peC|aI|;ed training in Certified Fraud
information systems, _~ Examiner
business and government (3)
management, accounting

and fraud detection and

deterrence.

Our staff holds 36

professional certifications /

and advanced degrees. Other Advanced

Professional Degrees

Additionally, most Certifications (13)

auditors maintain (12)

membership in a variety of

professional organizations.
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Mr. McGee is a Certified Public Accountant with a career in auditing and administratic
both the public and private sectors. His experience includes over 17 years in manage
and senior management positions. Prior to joining Maricopa County, Mike served the
State of Arizona as the Statewide Internal Audit Manager. He attended Arizona State
University where he received his bache
Texas A&M University with a masterds i

353! . 1$!-3%.15%p4 -

Ms. Adams is a Certified Information S
accounting from Utah State University
from the University of Utah. She has over 25 years of professional auditing experienc
with 20+ years as an information systems auditor. Ms. Adams is a member of ISACA
Association of Local Government Auditors, and the Institute of Internal Auditors.
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Ms. Carroll is a Certified Internal Auditor, Certified Information Systems Auditor,

and Certified in Risk and Information Systems Control. She has over 20 years of
performance and IT auditing experience in the public sector. Ms. Carroll has a
masterds degree in information managem
Business at Arizona State University.

4) - ,/ #+)." %2Y !'5%$)4 350%26) 3/ 2
Mr. Lockinger is a Certified Public Accountant licensed in Arizona and Née/édndes.
a bachel ords degree in business admini

Vegas, and over 30 years of progressive accounting and supervisory experience with
the highly regulated gaming industry. He is also experienced in the analysis and
development of systems of internal controls. Mr. Lockinger is a member of the
Association of Local Government Auditors, and the Arizona Chapter of Certified Frau
Examiners.
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https://www.maricopa.gov/1670/Citizens-Financial-Condition-Reports
https://www.maricopa.gov/1670/Citizens-Financial-Condition-Reports

